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DETAILED ACTION 

1. This office action is responsive to application 10/809,532 filed on March 26, 
2004. Claims 1-17 are pending in the application and have been examined by the 
examiner. 

Information Disclosure Statement 

2. The Information Disclosure Statement (IDS) mailed on April 23, 2007 was 
received and has been considered by the examiner. 

Priority 

3. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 1 9(a)-(d), which 
papers have been placed of record in the file. 



Claim Rejections - 35 USC § 101 



1. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufocture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 



Claim 17 is rejected under 35 U.S.C. 101 because the claimed Invention is 
directed to non-statutory subject matter as follows. Claim 17 defines a program 
embodying functional descriptive material. However, the claim does not define a 
computer-readable medium or memory and is thus non-statutory for that reason (i.e., 
"When functional descriptive material is recorded on some computer-readable medium 
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it becomes structurally and functionally interrelated to the medium and will be statutory 
in most cases since use of the technology permits the function of the descriptive 
material to be realized" - Guidelines Annex IV). That is, the scope of the presently 
claimed 17 can range from a paper on which the program is written to a program simply 
contemplated and memorized by a person. The examiner suggests amending the claim 
to embody the program on "computer-readable medium" or equivalent in order to make 
the claim statutory. Any amendment to the claim should be commensurate with Its 
corresponding disclosure. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in tills or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 

States. 

3. Claims 5-7 are rejected under 35 U.S.C. 1 02(b) as being anticipated by Wakao et 
al.(US 2002/0060736). 

Consider claim 5, Wakao et al. teach: 

An image pickup apparatus(10, figure 1, figure 12) used in an Image 
transmission system(figure 12) for transmitting an image via a network(paragraph 
0041), said Image pickup apparatus(IO) comprising: 
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a recording unit(17) for recording a unique identifying number(paragraph 0043); 
an encrypting unit for encrypting a picked-up image(paragraphs 0043, 0053, 
0058, 0067); and 

a communicating unit for transmitting said encrypted image to said network(The 
encrypted image data is sent from the image generation device(10) to the verification 
data device(20), see figure 12. These two devices can be connected via a LAN(i.e. a 
network), paragraph 0041. An interface unit(16) and program memory(17) are used to 
encode and transmit the data, paragraph 0043.). 

Consider claim 6, and as applied to claim 5 above, Wakao further teaches: 
Said communication unit(16 and 17) includes a receiving unit(17) for receiving an 

encryption key for encrypting said image from a key generating apparatus(paragraph 

0043). 

Consider claim 7, and as applied to claim 5 above, Wakao further teaches: 
said communicating unit includes a USB port(paragraph 0041 ). 



Claim Rejections - 35 USC § 103 
4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject nfiatter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Gonsidering objective evidence present in the application indicating 
obviousness or nonobviousness. 

6. Claim 1-4,\i<rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wakao et al.(US 2002/0060736) in view of Schon et al.(US 7.136,487). 

Consider claim 1 , Wakao et al. teach; 

An image transmission system for transmitting an image via a network(figures 1- 
12), said image transmission system comprising: 

one or a plurality of image pickup apparatus(" Image generation device", 10, 
figure 1, figure 12, paragraph 0038) each having a unique identifying number("specific 
ID information", paragraphs 0060, 0062, 0070, 0081 , figure 7a) and having an 
encrypting function for encrypting a picked-up image(paragraphs 0043, 0053, 0058, 
0067) for transmission to said network(The encrypted image data is sent from the image 
generation device(IO) to the verification data device(20), see figure 12. These two 
devices can be connected via a LAN(i.e. a network), paragraph 0041.); 

a key generating apparatus for generating, for each said image pickup 
apparatus, an encryption key for encrypting said image and a decryption key for 
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decrypting said encrypted image(An encryption key is generated for each image picl^up 
apparatus(paragraph 0043), and a decryption key is generated for the verification data 
converting device(paragraph 0045). These keys are stored in the program memory(17) 
of the image capturing device(10), and the program memory(26) or the verification data 
converting device{20) respectively. They are contained in tables(figures 7a and 7b) 
which correlate specific keys with specific imaging devices. See paragraphs 0043- 
0045.); 

a recording medium for recording said decryption key and the identifying number 
of said image pickup apparatus in association with each other(Table T1 , figure 7b, 
stores decryption keys and identifying numbers of said image pickup apparatus in a 
ROM or an EEPROM, paragraph 0045.); 

an apparatus(20) connected with said recording medium("ROM" or "EEPROM") 
and having a decrypting function for decrypting said encrypted image using said 
decryption key(paragraph 0045); and 

an authenticating server("lmage verification device", 30, figure 12) for 
authenticating said image pickup apparatus(IO) accessible from said viewing 
apparatus(20)(The image verification device(30) authenticates said image pickup 
device(10) apparatus by consulting table 7b and finding its identification number, 
paragraph 0047.). 

Wakao et al. further teach a viewing apparatus("display unit", paragraph 0045). 
However, Wakao et al. do not explicitly teach that the viewing apparatus is used for 
viewing the image data transmitted via said network by said image pickup apparatus. 
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Also, although Wakao et al. teach that the decryption key is stored on a ROM or an 
EEPROM(paragraph 0045), which are commonly embodied on removable memories, 
Wakao et al. do not explicitly teach that the ROM or EEPROM is removable. 

Schon et al. is similar to Wakao et al. in that Schon et al. teach of an image 
capture device("digital video camera", 41, figure 4) which generates encrypted image 
data using encryption keys(column 6, line 51 through column 8, line 5). The encrypted 
image data is similarly sent to a remote device("digital video player", 61, figure 5) where 
it is decrypted using a key(column 6, line 51 through column 8, line 5). 

However, in addition to the teachings of Wakao et a!., Schon et al. teach that the 
viewing apparatus is used for viewing the image data transmitted from said image 
pickup apparatus(column 4, lines 58-62), and that the decryption key is embodied on a 
removable recording medium(70, figure 5, column 7, lines 50-54). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to use the viewing apparatus taught by Wakao et al. for 
viewing the image data as taught by Schon et al., and store the decryption key and 
image capture device identification number taught by Wakao et al. on a removable 
storage device as taught by Schon et al. for the benefit of being able to securely view 
the image data obtained by the pickup device from a remote location(Schon et al. 
column 4, line 58 through column 5, line 63) and prevent the theft of the decryption key 
and/or the viewing of the image data by unauthorized individuals, all the while 
incorporating flexible security intrinsic to both the recordation and playback 
processes(Schon et al., column 1, line 37 through column 2, line 10.). 
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Consider claim 2, Wakao et al. teach: 

An image transmission system for transmitting an image via a network(figures 1- 
12), said image transmission system comprising: 

one or a plurality of image pickup apparatus(" Image generation device", 10, 
figure 1, figure 12, paragraph 0038) each having a unique identifying number("specific 
ID information", paragraphs 0060, 0062, 0070, 0081 , figure 7a); 

a key generating apparatus for encrypting an image picked up by said image 
pickup apparatus and transmitting the image to said network, and generating a 
decryption key for decrypting said encrypted image(An encryption key is generated for 
each image pickup apparatus(paragraph 0043), and a decryption key is generated for 
the verification data converting device(paragraph 0045). These keys are stored in the 
program memory(17) of the image capturing device{10), and the program memory(26) 
or the verification data converting device(20) respectively. They are contained in 
tables(figures 7a and 7b) which correlate specific keys with specific imaging devices. 
See paragraphs 0043-0045. See paragraphs 0052-0062 for encryption and 
transmission of the image data.); 

a recording medium for recording said decryption key and the identifying number 
of said image pickup apparatus in association with each other(Table T1 , figure 7b, 
stores decryption keys and identifying numbers of said image pickup apparatus in a 
ROM or an EEPROM, paragraph 0045.); 
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an apparatus(20) connected with said recording medium("ROM" or "EEPROM") 
and liaving a decrypting function for decrypting said encrypted image using said 
decryption key(paragrapli 0045); and 

an authenticating server("lmage verification device", 30, figure 12) for 
authenticating said image pickup apparatus(IO) accessible from said viewing 
apparatus(20)(The image verification device(30) authenticates said image pickup 
device(IO) apparatus by consulting table 7b and finding its identification number, 
paragraph 0047.). 

Wakao et al. further teach a viewing apparatus("display unit", paragraph 0046). 
However, Wakao et al. do not explicitly teach that the viewing apparatus is used for 
viewing the image data transmitted via said network by said image pickup apparatus. 
Also, although Wakao et al. teach that the decryption key is stored on a ROM or an . 
EEPROM(paragraph 0045), which are commonly embodied on removable memories, 
Wakao et al. do not explicitly teach that the ROM or EEPROM is removable. 

Schon et al. is similar to Wakao et al. in that Schon et al. teach of an image 
capture devlce("digital video camera", 41, figure 4) which generates encrypted image 
data using encryption keys(column 6, line 51 through column 8, line 5). The encrypted 
image data is similarly sent to a remote device("digital video player", 61, figure 5) where 
it is decrypted using a key(column 6, line 51 through column 8, line 5). 

However, in addition to the teachings of Wakao et al., Schon et al. teach that the 
viewing apparatus is used for viewing the image data transmitted from said image 
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pickup apparatus(column 4, lines 58-62), and that the decryption key is embodied on a 
removable recording medium(70, figure 5, column 7, lines 50-54). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to use the viewing apparatus taught by Wakao et al. for 
viewing the image data as taught by Schon et al., and store the decryption key and 
image capture device identification number taught by Wakao et al. on a removable 
storage device as taught by Schon et al. for the benefit of being able to securely view 
the image data obtained by the pickup device from a remote location(Schon et al. 
column 4, line 58 through column 5, line 63) and prevent the theft of the decryption key 
and/or the viewing of the image data by unauthorized individuals, all the while 
incorporating flexible security intrinsic to both the recordation and playback 
processes(Schon et al., column 1, line 37 through column 2, line 10.). 

Consider claim 3, Wakao et al. teach: 

An image transmission system for transmitting an image via a network(figures 1- 
12), said image transmission system comprising: 

one or a plurality of image pickup apparatus(" Image generation device", 10, 
figure 1, figure 12, paragraph 0038) each having a unique identifying number("specific 
ID information", paragraphs 0060, 0062, 0070, 0081, figure 7a); 

a transmitting apparatus(interface unit, 16) for encrypting an image picked up by 
said image pickup apparatus and transmitting the image to said network(paragraph 
0043); 



Application/Control Number: 10/809,532 Page 1 1 

Art Unit: 2622 

a key generating apparatus for generating, for each said image pickup 
apparatus, an encryption key for encrypting said image and a decryption key for 
decrypting said encrypted image(An encryption key is generated for each image pickup 
apparatus(paragraph 0043), and a decryption key is generated for the verification data 
converting device(paragraph 0045). These keys are stored in the program memory(17) 
of the image capturing device(10), and the program memory(26) or the verification data 
converting device(20) respectively. They are contained in tables(figures 7a and 7b) 
which correlate specific keys with specific imaging devices. See paragraphs 0043- 
0045.); 

a recording medium for recording said decryption key and the Identifying number 
of said image pickup apparatus in association with each other(Table T1 , figure 7b, 
stores decryption keys and identifying numbers of said image pickup apparatus in a 
ROM or an EEPROM, paragraph 0045.); 

an apparatus(20) connected with said recording medium("ROM" or "EEPROM") 
and having a decrypting function for decrypting said encrypted Image using said 
decryption key(paragraph 0045); and 

an authenticating server("lmage verification device", 30, figure 12) for 
authenticating said image pickup apparatus(IO) accessible from said viewing 
apparatus(20)(The image verification device(30) authenticates said image pickup 
device(IO) apparatus by consulting table 7b and finding its Identification number, 
paragraph 0047.). 
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Wakao et al. further teach a viewing apparatusC'display unit", paragraph 0045). 
However, Wakao et al. do not explicitly teach that the viewing apparatus is used for 
viewing the image data transmitted via said network by said image pickup apparatus. 
Also, although Wakao et al. teach that the decryption key is stored on a ROM or an 
EEPROM(paragraph 0045), which are commonly embodied on removable memories, 
Wakao et al. do not explicitly teach that the ROM or EEPROM is removable. 

Schon et al. is similar to Wakao et al. in that Schon et al. teach of an image 
capture device("digital video camera", 41 , figure 4) which generates encrypted image 
data using encryption keys(c6lumn 6, line 51 through column 8, line 5). The encrypted 
image data is similarly sent to a remote device("digital video player", 61 , figure 5) where 
it is decrypted using a key(column 6, line 51 through column 8, line 5). 

However, in addition to the teachings of Wakao et al., Schon et al. teach that the 
viewing apparatus is used for viewing the image data transmitted from said image 
pickup apparatus(column 4, lines 58-62), and that the decryption key is embodied on a 
removable recording medium(70, figure 5, column 7, lines 50-54). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to use the viewing apparatus taught by Wakao et al. for 
viewing the image data as taught by Schon et al., and store the decryption key and 
image capture device identification number taught by Wakao et al. on a removable 
storage device as taught by Schon et al. for the benefit of being able to securely view 
the image data obtained by the pickup device from a remote locatlon(Schon et al. 
column 4, line 58 through column 6, line 63) and prevent the theft of the decryption key 
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and/or the viewing of the image data by unauthorized individuals, all the while 
incorporating flexible security intrinsic to both the recordation and playback 
processes(Schon et a!., column 1, line 37 through column 2, line 10.). 

Consider claim 4, Wakao et al. teach: 

An image transmission system for transmitting an image via a network(figures 1- 
12), said Image transmission system comprising: 

one or a plurality of image pickup apparatus(" Image generation device". 10, 
figure 1, figure 12, paragraph 0038) each having a unique identifying numberfspecific 
ID information", paragraphs 0060, 0062, 0070, 0081, figure 7a) and having an 
encrypting function for encrypting a picked-up image(paragraphs 0043, 0053, 0058, 
0067) for transmission to said network(The encrypted image data is sent from the image 
generation device(10) to the verification data device(20), see figure 12. These two 
devices can be connected via a LAN(i.e. a network), paragraph 0041.); 

a key generating apparatus for generating, for each said image pickup 
apparatus, an encryption key for said Image pickup apparatus to encrypt the image and 
a decryption key(An encryption key is generated for each image pickup 
apparatus(paragraph 0043), and a decryption key is generated for the verification data 
converting device(paragraph 0045). These keys are stored in the program memory(17) 
of the image capturing device(IO), and the program memory(26) or the verification data 
converting device(20) respectively. They are contained in tables(fjgures 7a and 7b) 
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which correlate specific l^eys with specific imaging devices. See paragraphs 0043- 
0045.); 

a recording medium for recording said decryption key and the Identifying number 
of said image picl<up apparatus In association with each other(Table T1 , figure 7b, 
stores decryption keys and Identifying numbers of said image pickup apparatus in a 
ROM or an EEPROM, paragraph 0045.); 

an apparatus(20) connected with said recording medium("ROM" or "EEPROM") 
and having a decrypting function for decrypting said encrypted image using said 
decryption key(paragraph 0045); and 

Wakao et al. further teach a viewing apparatus("display unit", paragraph 0045). 
However, Wakao et al. do not explicitly teach that the viewing apparatus is used for 
viewing the image data transmitted via said network by said image pickup apparatus. 
Also, although Wakao et al. teach that the decryption key is stored on a ROM or an 
EEPROM(paragraph 0045), which are commonly embodied on removable memories, 
Wakao et al. do not explicitly teach that the ROM or EEPROM Is removable. 

Schon.et al. Is similar to Wakao et al. In that Schon et al. teach of an Image 
capture device("digital video camera", 41 , figure 4) which generates encrypted Image 
data using encryption keys(column 6, line 51 through column 8, line 5). The encrypted 
image data is similarly sent to a remote device("digital video player", 61, figure 5) where 
It is decrypted using a key(column 6, line 51 through column 8, line 5). 

However, In addition to the teachings of Wakao et al., Schon et al. teach that the 
viewing apparatus Is used for viewing the image data transmitted from said Image 
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pickup apparatus(column 4, lines 58-62), and that the decryption key is embodied on a 
removable recording medium(70, figure 5, column 7, lines 50-54). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to use the viewing apparatus taught by Wakao et al. for 
viewing the image data as taught by Schon et al., and store the decryption key and 
image capture device identification number taught by Wakao et al. on a removable 
storage device as taught by Schon et al. for the benefit of being able to securely view 
the image data obtained by the pickup device from a remote location(Schon et al. 
column 4, line 58 through column 5, line 63) and prevent the theft of the decryption key 
and/or the viewing of the image data by unauthorized individuals, all the while 
Incorporating flexible security intrinsic to both the recordation and playback 
processes( Schon et al., column 1, line 37 through column 2, line 10.). 

Consider claim 9, Wakao et al. teach: 

An image pickup apparatus unit(10, figure 1, figure 2) comprising: 

an image pickup apparatus(10, figure 1, figure 2) having a unique identifying 

number(paragraph 0043) and having an encrypting function for encrypting a picked-up 

Image for transmission to a network(paragraph 0041-0043); and 

a recording medium for recording a decryption key for decrypting the image 

encrypted by said Image pickup apparatus and the Identl^ing number of said image 

pickup apparatus in association with each other(Table T1 , figure 7b, stores decryption 
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keys and identifying numbers of said image pickup apparatus in a ROM or an 
EEPROIVI, paragraph 0045.). 

Also, although Wakao et al. teach that the decryption key is stored on a ROM or 
an EEPROM(paragraph 0045), which are commonly embodied on removable 
memories, Wakao et al. do not explicitly teach that the ROM or EEPROM is removable. 

Schon et al. is similar to Wakao et al. in that Schon et al. teach of an image 
capture device("digital video camera", 41, figure 4) which generates encrypted image 
data using encryption keys(column 6, line 51 through column 8, line 5). The encrypted 
image data is similarly sent to a remote device("digital video player", 61 , figure 5) where 
it is decrypted using a key(column 6, line 51 through column 8, line 5). 

However, in addition to the teachings of Wakao et al., Schon et al. teach that the 
the decryption key is embodied on a removable recording medium(70, figure 5, column 
7. lines 50-54). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to store the decryption key and image capture device 
identification number taught by Wakao et al. on a removable storage device as taught 
by Schon et al. for the benefit of preventing the theft of the decryption key and/or the 
viewing of the image data by unauthorized individuals, all the while Incorporating flexible 
security intrinsic to both the recordation and playback processes(Schon et al., column 1, 
line 37 through column 2, line 10.). 

Consider claim 10, and as applied to claim 9 above, Wakao et al. teach: 
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said image pickup apparatus receives an encryption key for encrypting said 
image from a key generating apparatus(See paragraph 0043. An encryption key is 
received and stored in tlie program memory(17). Tlie key must come from a key 
generating apparatus.). 

Consider claim 1 1 , and as applied to claim 9 above, Wakao et al. teach of 
recording a decryption key in memory(paragraph 0045). However, Wakao et al. do not 
explicitly teach that the decryption key is received by a removable recording medium. 

Schon et al. teach that said removable recording medium(70, figure 5) receives 
the decryption key(73, figure 5) for decrypting said image from a key generating 
apparatus(Multiple decryption keys are stored(i.e. received by) on the removable 
memory(column 7, line 55 through column 8, line 5).). 

Consider claim 12, and as applied to claim 9 above, Wakao et al. teach said 
image pickup apparatus es a USB camera(The camera can be connected via USB, 
paragraph 0041.). 

7. Claim 8 is rejected under 35 U.S.C. 103(a) as being obvious over Wakao et al. in 
view of Monroe(US 7,131,136). 

Consider claim 8, and as applied to claim 5 above, Wakao et al. do not explicitly 
teach the recording unit records an IP address. 
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Monroe is similar to Wakao et al. in that Monroe teach of cameras(61 , 62, 63) 
which transmit image data over an interface to external devlces(see figure 6). Similarly, 
one of these devices includes a display(72). 

However, in addition to the teachings of Wakao et al., Monroe teaches the 
recording unit records an IP address(The cameras are IP cameras, figure 6, column 33, 
lines 26-50.). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to use an IP camera as taught by Monroe as the image 
pickup device taught by Wakao et al. because with an IP-based network camera, the 
network camera immediately digitizes the images and the video stream is ready to be 
sent over any computer network available, wherein one network cable can easily handle 
signals from multiple network cameras simultaneously. 

8. Claim 1 3 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Wakao 
et al. in view of Schon et al. as applied to claim 9 above, and further in view of 
Monroe(US 7,131,136). 

Consider claim 13, and as applied to claim 9 above, the combination of Wakao et 
al. and Schon et al. does not explicitly teach the image pickup apparatus is an IP 
camera. 
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Monroe is similar to Wakao et al. in tliat Monroe teach of cameras(61, 62, 63) 
which transmit image data over an interface to external devices(see figure 6). Similarly, 
one of these devices includes a display(72). 

However, in addition to the combined teachings of Wakao et al. and Schon et al., 
Monroe teaches the image pickup apparatus is an IP camera(see figure 6, column 33, 
lines 26-50). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to use an IP camera as taught by Monroe as the image 
pickup device taught by the combination of Wakao et al. and Schon et al. because with 
an IP-based network camera, the network camera immediately digitizes the images and 
the video stream is ready to be sent over any computer network available, wherein one 
network cable can easily handle signals from multiple network cameras simultaneously. 

9. Claims 14-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kondoh et al.(US 6,968,058) in view of Schon et al. 

Consider claim 14, Kondoh et al. teach: 

A key generating apparatus(120, figure 13) for generating an encryption key 
used for encryption processing in transmitting an image via a network, and a decryption 
key(column 11, lines 61-66); 

wherein said key generating apparatus(120) generates the encryption key for 
encrypting said image and transmits the encryption key to an image pickup apparatus 
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having a unique identifying number and having an encrypting function for encrypting a 
picked-up image for transmission to the network(column 1 1 , line 55 through column 12, 
line 65. Kondoh et al. teach that alteration detection data is encrypted and decrypted, 
which data is stored in the header of the image file, column 5, lines 37-52.); and 

said key generating apparatus(120) generates the decryption key for decrypting 
said encrypted image and transmits the decryption key to a recording medium(203) for 
recording said decryption key and the identifying number of said image pickup 
apparatus in association with each other(column 1 1 , line 61 through column 12, line 8, 
column 12, lines 55-65.). 

However, Kondoh et al. do not explicitly teach that the decryption key is recorded 
on a removable recording medium. 

Schon et al. is similar to Kondoh et al. in that Schon et al. teach of an image 
capture device("digital video camera", 41 , figure 4) which generates encrypted image 
data using encryption keys(column 6, line 51 through column 8, line 5). The encrypted 
image data is similarly sent to a remote device("digital video player", 61 , figure 5) where 
it is decrypted using a key(column 6, line 51 through column 8, line 5). 

However, in addition to the teachings of Kondoh et al., Schon et al. teach that the 
the decryption key is embodied on a removable recording medium(70, figure 5, column 
7, lines 50-54). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time of the invention to store the decryption key and image capture device 
identification number taught by Wakao et al. on a removable storage device as taught 
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by Schon et al. for the benefit of preventing the theft of the decryption key and/or the 
viewing of the image data by unauthorized individuals, all the while incorporating flexible 
security intrinsic to both the recordation and playback processes(Schon et al., column 1, 
line 37 through column 2, line 10.). 

Consider claim 15, and as applied to claim 14, Kondoh et al. further teach said 
key generating apparatus has a linking function for linking said image pickup apparatus 
to said network(The key generating apparatus links the image pickup apparatus to said 
network by generating a public key that is stored in a server, which allows a user to 
access the data anywhere in the world based on the serial number of the camera, 
column 12, lines 58-65.). 

Consider claim 16, Kondoh et al. further teach: 

said key generating apparatus has a compressing function for compressing the 
image picked up by said image pickup apparatus(The generated keys are stored in the 
header along with compression information, column 4, line 60 through column 5, line 
52.). 

Consider claim 17, Kondoh et al. teach: 

A program for making a computer function as a key generating apparatus(The 
key generating mechanism(120) generates keys which are stored digitally in 
memory(column 1 1 , line 66 through column 12 line 65). Because the keys are stored 
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on computer readable media, the keys must be generated by a computer, which 
computer must contain a program for generating said keys.) 

Conclusion 

10. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Park(US 2004/0085446) teaches of an image transmission 
system containing a camera(IOO) and a viewing apparatus(500), figure 1. The image 
transmission system of Park also encrypts and decrypts the image data using a key 
generated from the specific camera number(see figure 2, figure 4, figure 7, figure 8, 
paragraphs 0068-0070). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Albert H. Cutler whose telephone number is (571 )-270- 
1460. The examiner can normally be reached on Mon-Fri (7:30-5:00). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ngoc-Yen Vu can be reached on (571)-272-7320. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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